CRCN CalMail Application UC Berkeley Retirement Centg

(UC Berkeley email - CalMail) 1925 Walnut Street, #159
ucbrc@berkeley.ed

Tel (510) 6425461
Fax (510) 643460

Name: Today’s Date:

SSN: * Birth date: Dept:

Street: City:

State: Zip: Phone No:

Are You Retired: Staff __ Faculty___ (Prof. Emeritus: Yes___ No___)

Beneficiary

Do You Currently Have: a) SHIPS account? Yes___ No___ b) CalMail account? Yes No
Operating System: (a) Mac OS 10.3 or greater_______ (b) Windows 2000/XP or greater________

(c) Linux 2.0.34 or greater

Write your choices for logins (user name) and passwords for CalMail below. Note: You must have a separate Internet
Service Provider (ISP), such as AOL, SBC Yahoo! DSL, Comcast, etc. to use this email account.

CalMail Payment Information
Login (user name): The charge for CRCN CalMail is $60 per year, plus & on
2" Choice: time $10 set up fee. Payment is due with this applicatiol
: Please include a check for $70 (made out to UC Regent
Password: and mail to the address at the top of this form:
Logins must:

* Be 320 characters in length, and contain only letters, digits, periods, or the underscore character
(Examples: oski.bear, oski_bear or oskibear)

Passwords must:
e Be 830 characters in length
* Contain at least one letter and one nonletter
* Contain at least four distinct letters
* Not contain more than S consecutive letters in a row (A good example is cal9bears, not calbears)

* Not contain your login spkdd backwards or forwards, nor can it contain spaces, at sign, quotes, th
ampersand, backslashes, or the number sign

CalMail accounts are available to retired UC Berkeley, UCOP and LBNL staff to facilitate their continued
association with the UC Berlet community. Use of these electronic services is governed by the University of California
Electronic Mail Policy and the Berkeley Campus Computer Use and Minimum Security Standards PblieseServices
are not to be used for any commerecial activities or activities expressly for the purpose of financial gain. | understand
that misuse of these services may result in the revocation of these services.

| agree to abide by these policies and the terms and conditions for use of these services. &gmtleeiq pay the
current annual charges for the CalMail email service.

Signature: Date:

*Pursuant to the Federal Privacy Act of 1974, you are hereby notified that disclosure of your Social Security number is mandatory. This record
keeping system was established prior to January 1, 1975, pursuant to the authority of the regents of the University of California under Article
IX, Section 9 of the California Constitution. The Social Security number is used to verify your identity.

Retirement Center Staff Use only: CalNet ID: Computer Operating System: oS X?

Open Acct: Date RecOd: Date Entered: By:

Close Acct: Date RecOd Date Entered: By: Payment Received




Cal Retirement Center Network CalMail Service
(CRCN CalMail)

What is a “CalMail' account?

CalMail, formerly called UCLink was created provide students and staff win email serviceThis
same opportunity is now available to retirees of UCkBlely, UCOP and LBNL, is provided by
Communication & Network Services (CNS) and the UC Berkeley Retirement Center.

CalMail users carsend and receive email; store mess4d860 MB); receive technical support from
C@B Consultants (516428899), and recee;, at no cost, the software available at the
http://software.berkeley.edDownloads require a CalNet ID and passphrase, which is created when
your account is set up. Contact the Center for details. CalMail can be accessed through your ov
Internet connean or through the web browser on any connected computer (your local library for
example).

Other Policies andimitations of the basic CalMailservice also apply. For details refer to:
http:/calmail.berkeley.edu
What is the charge for a CRCN CalMail account?

The charge is $60.0@year, plus a onrime $10 set up fee. This charge is mefundable and not
prorated. Should you cancel your CalMail account you simply will not be billed the following year.

As soon as we receive your application in diece of the UC Berkeley Retirement Center, your
account will be createdusually within one weekPayment (check only) is due with your
application. The $60.00 fee for this service is renewable each year.

You may cancel the serviceaty time by callig 510642-5461

How do I pay?

Submit your check, made out to UC Regents, with your application. Amvaates will be senfrom
the Retirement Center to the address provided on gupifcation. All inquiries regarding your bill or
accountstatus shouldbe directed to 51642-5461; or via email to:

ucbrc@berkeley.edu

Delinquent Payment Penalties and Procedusesisequent payments are due thirty days after you
receive your annual invoice. If your account is not paid within thirty days, your Cadbtzunt will
be suspended until payment is received.

Reinstatement of Service: When that due amount is paid, your CalMaitcess will be reinstated
within seven business days.

How do I get help?
For assistancaccessing your email problemssettingup your emal to the CalMail service only

Phone consulting: 51642-7776

Hours: Monday Friday, 10:00- 3:00 pm.

Knowledge Basehttp://kb.berkeley.edu (click on CalMail)

E-mail consulting: consult@berkeleyie@Please allow-2 business days for replies).

The UC Berkeley Retirement Center hosts compuéening classes. Checkhe CentdPiece for
further details.



How do I cancel?

Request for cancellation of your CRCN CalMail account should be sent by dmail
ucbrc@berkeley.edu

Include the following information in your cancellation request:
Name
CalMail Login User Namg
Mailing address
Phone number
Effective date of cancellation

Your account may be cancelled without notice if it appears tsdeciated with any use in violation of
Terms and Conditions of the UC Berkeley Computer Use Policy.

SOFTWARE AVAILABLE THROUGH THE
CAL RETIREMENT CENTER NETWORK

The C@B (Connecting@Berkeley) CD as previously packaged, is no longer being produced
However, you camlownload(http://software.berkeley.ed@ssential campus security software to help
your computer meet the mandatory campus minimum security starideedselow).

The following is the available software:

* Cisco VPN

* Norton Antivrus security software for MacOS computers

* Norton Personal Firewall security software for MacOS computers

* Symantec Antivirus security software for Windows OS computers

* Symantec Client Security security software for Windows OS computers

To download this software you will need a CalNet ID and passphrase. If this is a new account, you
will receive your CalNet ID with your confirmation.



Revised: May 26, 2005

Minimum Standards for Security of
Berkeley Campus Networked Devices

The following minimum standds are required for devices connected to the campus network.
1. Software patch updates

Campus networked devices must run software for which security patches are made available in a
timely fashion. They also must have all currently available sequaitshes installed. Exceptions may
be made for patches that compromise the usability of critical applications.

2. Anti-virus software

Anti-virus software for any particular type of device currently listed on the Approved Software
website must be rummg and upto-date on every level of device, including clients, file servers, mail
servers, and other types of campus networked devices.

3. Host-based firewall software

Hostbased firewall software for any particular type of device currently listetled Approved
Software website must be running and configured according to the "Implementing Guidelines for the
Minimum Standards for Security of Berkeley Campus Networked Devices", on every level of device,
including clients, file servers, mail serveasd other types of campus networked devices. While the
use of departmental firewalls is encouraged, they do not necessarily obviate the neeebfasdtbst
firewalls.

4. Passwords

Campus electronic communications systems or services must identffyandeauthorize access by
means of passwords or other secure authentication processes (e.g. biometrics or Smart Cards). * Wh
passwords are used, they must meet the Minimum Password Complexity Standards. In addition,
sharedaccess systems must enforoesin standards whenever possible and appropriate and require that
users change any passigned passwords immediately upon initial access to the account.

All default passwords for access to netwackessible devices must be modified.
Where possib and appropriate:

1. devices should be configured with separate accounts for privileged and unprivileged access;

2. users should authenticate with an unprivileged account rather than a privileged account;

3. privileged access shoudcur through a privilege escalation mechanism which allows the log
to show which user was granted additional privileges;

4. and privileged access should only be granted for as long as necessary to complete the task
which requires additional privges.



5. No unencrypted authentication

Unencrypted device authentication mechanisms are only as secure as the network upon which the
are used. Traffic across the campus network may be surreptitiously monitored, rendering these
authentication mechams vulnerable to compromise. Therefore, all campus devices must use only
encrypted authentication mechanisms unless otherwise authorized by the CISPC. (See "Requests for
Exception” in the Berkeley Campus Policy on Minimum Standards for Networked Decigetyse
Configurations.)

In particular, historically insecure services such as Telnet, FTP, SNMP, POP, and IMAP must be
replaced by their encrypted equivalents.

Traffic for onetime password authentication systems (e.g. S/Key, OPIE, Secureh@meted
from this encryption requirement, because its exposure does not compromise the integrity of the
underlying authentication system.

6. No unauthenticated email relays

Campus devices must not provide an active SMTP service that allows urzathioiid parties to
relay email messages, i.e., to process-arag message where neither the sender nor the recipient is a
local user. Before transmitting email to a flooal address, the sender must authenticate with the
SMTP service. Authenticatinhe¢ machine (e.g. IP address/domain name) rather than the sender is not
sufficient to meet this standard. Unless an unauthenticated relay service has been reviewed by SNS ¢
approved by the CISPC as to configuration and appropriate use, it may not opgheeampus
network.

7. No unauthenticated proxy services

Although properly configured unauthenticated proxy servers may be used for valid purposes, such
services commonly exist only as a result of inappropriate device configuration. Unautbd oty
servers may enable an attacker to execute malicious programs on the server in the context of an
anonymous user account. Therefore, unless an unauthenticated proxy server has been reviewed by ¢
and approved by the CISPC as to configuration apdogpiate use, it is not allowed on the campus
network.

In particular, software program default settings in which proxy servers are automatically enabled
must be identified by the system administrator ancbrdigured to prevent unauthenticated proxy
services. For more information on the types of software typically used for proxy services, see the
"Implementing Guidelines for the Minimum Standards for Security of Berkeley Campus Networked
Devices".

8. Physical security

Unauthorized physical ag=to an unattended device can result in harmful or fraudulent
modification of data, fraudulent email use, or any number of other potentially dangerous situations. In
light of this, where possible and appropriate, devices must be configured to "locketané a user to
re-authenticate if left unattended for more than 20 minutes.

9. Unnecessary services

If a service is not necessary for the intended purpose or operation of the device, that service shall r
be running.



The Policy mandating comphce with these Minimum Standards is the

¥ Berkeley Campus Policy on Minimum Standards for Networked Device Security Configurations
For additional details to assist system administrators andigsrd to configure their networked
devices to comply wit these Minimum Standards see:

¥ Appendix B Implementing Guidelines

For assistance interpreting these Guidelines, or to request an exception from compliance with the
Minimum Standards, contact: secusiglicy@berkeley.edu.



University of California, Berkeley

Computer Use Policy

Contents:

* Rights and Responsibilities
* Existing Legal Context

* Examples of Misuse
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* Appropriate Use

* Enforcement

* General Information

* Reporting Misuse

In support of the University's mission of teaching, research, and public service, the University of
California, Berkeley provides computing, networking, and information resources to the campus
community of students, faculty, and staff.

Rights and Responsibilities

Computers and networks can provide access to resources on and off campus, as well as the ability to
communicate with other users worldwide. Such open access is a privilege, and requires that individue
users act responsibly. Users must respectghésrof other users, respect the integrity of the systems

and related physical resources, and observe all relevant laws, regulations, and contractual obligations

Students and employees may have rights of access to information about themselves @ontained
computer files, as specified in federal and state laws. Files may be subject to search under court orde
In addition, system administrators may access user files as required to protect the integrity of comput
systems. For example, following organieatl guidelines, system administrators may access or
examine files or accounts that are suspected of unauthorized use or misuse, or that have been corrug
or damaged.

Existing Legal Context

All existing laws (federal and state) and University regaregiand policies apply, including not only
those laws and regulations that are specific to computers and networks, but also those that may apply
generally to personal conduct.

Misuse of computing, networking, or information resources may result in tiietres of computing
privileges. Additionally, misuse can be prosecuted under applicable statutes. Users may be held
accountable for their conduct under any applicable University or campus policies, procedures, or
collective bargaining agreements. Compigialleging misuse of campus computing and network
resources will be directed to those responsible for taking appropriate disciplinary action. Reproductior
or distribution of copyrighted works, including, but not limited to, images, text, or softwaheutvit



permission of the owner is an infringement of U.S. Copyright Law and is subject to civil damages and
criminal penalties including fines and imprisonment.

Examples of Misuse

Examples of misuse include, but are not limited to, the activities in lbeviog list.

* Using a computer account that you are not authorized to use. Obtaining a password for a comput
account without the consent of the account owner.

* Using the Campus Network to gain unauthorized access to any computer systems.

* Knowingly performing an act which will interfere with the normal operation of computers,
terminals, peripherals, or networks.

* Knowingly running or installing on any computer system or network, or giving to another user, a
program intended to damageto place excessive load on a computer system or network. This
includes but is not limited to programs known as computer viruses, Trojan horses, and worms.

* Attempting to circumvent data protection schemes or uncover security loopholes.

* Violating terms of applicable software licensing agreements or copyright laws.

* Deliberately wasting computing resources.

* Using electronic mail to harass others.

* Masking the identity of an account or machine.

* Posting materials on electiorbulletin boards that violate existing laws or the University's codes
of conduct.

* Attempting to monitor or tamper with another user's electronic communications, or reading,
copying, changing, or deleting another user's files or software withoaktieit agreement of the
owner.

Activities will not be considered misuse when authorized by appropriate University officials for
security or performance testing.

Additional Use Policies

The Computer Use Policy applies to use of all Berkeley Campugutorg resources. Additional
computer and network use policies and terms and conditions may be in place for specific electronic
services offered by the campus.

In particular, the CalMail and Home IP services, as well as the Microcomputer Facilities, have
additional policies that govern use of these services. The University of California Electronic
Communications Policy applies to the use of UC computers and networks for electronic
communications. You must familiarize yourselves with any of these whergyee #® use these
services.

Appropriate Use

UC Berkeley extends to students, faculty, and staff the privilege to use its computers and network.
When you are provided access to our campus network, you are enabled to send and receive electron
mail messags around the world, share in the exchange of ideas through electronic news groups, and
use Web browsers and other Internet tools to search and find needed information.

The Internet is a very large set of connected computers, whose users make up alevcddvmunity.

In addition to formal policies, regulations, and laws which govern your use of computers and networks
the Internet user community observes informal standards of conduct. These standards are based on
common understandings of appropriate, abgrste behavior which evolved in the early days of the
Internet, when it was used mainly by an academic and highly technical community. The Internet now



has a much wider variety of users, but the early codes of conduct persist, crossing boundaries of
geogaphy and government, in order to make using the Internet a positive, productive, experience. Yo
are expected to comply with these informal standards and be a "good citizen" of the Internet.

Enforcement

Penalties may be imposed under one or more dbtlmving: University of California regulations,
UC Berkeley regulations, California law, or the laws of the United States.

Minor infractions of this policy or those that appear accidental in nature are typically handled
informally by electronic mail omkperson discussions. More serious infractions are handled via formal
procedures. In some situations, it may be necessary to suspend account privileges to prevent ongoing
misuse while the situation is under investigation.

Infractions by students may resur the temporary or permanent restriction of access privileges,
notification of a student's academic advisor and/or referral of the situation to the Office of Student
Judicial Affairs. Those by a faculty or staff member may result in referral to thetmepa

chairperson or administrative officer.

Offenses which are in violation of local, state, or federal laws may result in the restriction of
computing privileges, and will be reported to the appropriate University and law enforcement
authorities.

General Information

For clarification of policies and guidelines applying to Berkeley Campus computing and
communications resources, including this Computer Use Policy, contact itpolicy@berkeley.edu.
Related policies are available online at the Campus ITipslivebsite.

If you would like to obtain paper brochure copies of this Computer Use Policy, including quantities to
distribute at your campus location, please contacticy@berkeley.edu

Reporting Misuse

Report misuse of campus electronic communication resources to abuse@berkeley.edu. For abuse frc
off-campus, see: Responding to Inappropriate Use of Computing and Network Resources

UC Berkeley Campuswide Technology Service Providers
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